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M. Tech. 3rd Sem. (Forensics and
Information Security)
Examination - December, 2014

CYBER LAWS & SECURITY POLICY
Paper : MTCF-302

Time : Three Hours ] [ Maximum Marks : 100

Before answering the questions, candidates should ensure that
they have been supplied the correct and complete question paper.
No complaint in this regard, will be entertained after examination.

Note: Q. No. 1 is compulsory. Attempt five questions in
total selecting one question from each Section.
1. Explain the following : 4x5=20
(@) Internet Infringement.
(b) Privacy rights.
(c¢) Procedural issues.
(d) Human security.
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SECTION - A

2. (a) What is cyber security ? Explain the various

issues and problems with cyber security ? 10

(b) How cyber pirates works ? What are their main

threats ? 10

3. (a) What is data losing ? Explain its prevention
mechanism in detail. 10

(b) Explain fair use policy and criminal liability. 10
SECTION-B

4. (a) Describe criminal Liabilities in detail. 10

(b) Contrast and compare trademark and copyrights.

10
5. Explain the following terms in detail : 20
(@) Constitutional law
(b) Federal Statutes
(c) Anonymity
SECTION-C
6. Explain the various terms: .20

(a) Civil rights
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(b) Digital signature

(c) Electronic contracts

7. (a) Compare Tier 2 and Tier 3 policies. 10

(b) Explain policy development standards. 10
SECTION = D

8. Write noteson: 20

(a) Tools of information security

(b) Information classification and information

handling

9. Explain the following :

(a) Secure program administration 10 /

(b) Adoption of Information Security Management AN
Standards 10 ‘
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